Ref 

# 



Hits 



Search Query 



DBS 



Default 
Operator 



Plurals 



Time Stamp 



L9 



LIO 



Lll 



L12 

L13 
L14 
L15 
L16 

L17 
L18 

U9 
L20 

L21 



8094 



313705 



114006 



363 

5439 
93 
29 

6890 

8 

80856 
2 

176612 
46244 



((711/216) or (713/176) or 
(713/168) or (713/152) or 
(713/200) or (713/201) or 
(713/194) or (709/202) or 
(709/224) or (709/318) or 
(382/100) or (382/119) or 
(382/124)).CCLS. 

(exam$8 determin$4 inspect$4 
observ$6 invok$3 execut$4 
process$3) near3 (software 
application program instruction$l 
routine$l) 

(monitor$3 watcli$3 surve$8 
detect$4 observ$8 identif$8) 
near4 (network$3 communicat$5 
intrus$5 intrud$3 misuse$l 
misusing tamper$3 abnormdt$6 
viral$l virus$2) 

(signature$l) near3 (trojan 
virus$2 intrus$6 intrud$4 
tamper$4 misus$3 abnormal$2) 

19 and 110 

111 and 112 and 113 

114 and hasti$3 

(notif$8 warn$3 alert$3 signal$3 
prompt$3 indicat$4) near3 
(administrator$l manager$l) 

115 and 116 



(disconnect$4 cut$3 stop$3 
terminat$4 prevent$4) near3 
(communicat$4 application 
software program$3) 

il7 and 118 



( invol<$3 execut$4 process$3) 
near2 (software application 
program ) 

(monitor$3 wateh$3 look$3 
surve$8 detect$4 observ$8 
identiQ8) near4 (intrus$5 intrud$3 
misuse$l misusing tamper$3 
abnormal$6 viral$l virus$2 
signature$l) 



USPAT; 
IBMJTDB 



USPAT; 
IBM TDB 



USPAT; 
IBM TDB 



USPAT; 
IBM_TDB 

USPAT; 
IBMJTDB 

USPAT; 
IBM_TDB 

USPAT; 
IBM_TOB 

USPAT; 
IBM TDB 



USPAT; 
IBM.TDB 

USPAT; 
IBMTDB 



USPAT; 
IBM_TDB 

USPAT; 
IBMTDB 



USPAT; 
IBM TDB 



OR 



OFF 



OR 



OR. 



OR 

OR 
OR 
OR 
OR 

OR 
OR 

OR" 
OR 

OR 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



om 



OFF 



OFF 



2005/07/20 15:25 



2005/07/20 15:48 



2005/07/20 15:49 



2005/07/20 15:27 



2005/07/20 15:27 



2005/07/20 15:28 



2005/07/20 15:51 



2005/07/20 15:30 



2005/07/20 15:43 



2005/07/20 15:45 



i|2QPfpl20iiI515ii 



2005/07/20 15:48 



2005/07/20 15:50 
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L22 



334799 



L23 
L24 
L25 
L26 



5142 



697 



30 



12 



(monitor$3 watch$3 look$3 
sutve$8 detect$4 observ$8 
identif$8) near4 (network 
communication$l system$l wan 
Ian) 

120 and 121 and 122 



123 and hash$3 



124 and 112 



125 and (116 118) 



USPAT; 
IBM TDB 



USPAT; 
IBM_TDB 

USPAT; 
IBM_TDB 

USPAT; 
IBMJDB 

USPAT; 
IBMTDB 




OFF 



OFF 



OFF 



OFF 



OFF 



2005/07/20 15:50 



2005/07/20 15:50 



2005/07/20 15:51 



2005/07/20 15:51 



2005/07/20 15:52 
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Ref 

# 



Hits 



Search Query 



DBS 



Default 
Operator 



Plurals 



Time Stamp 



LI 



12 



L3 



L4 
LS 

L6 



L7 
L8 
L9 
LIO 

L12 
L13 
L14 

LIS 



63563 



109690 



176170 



3449 
2688 

61905 



295 
167 
74 
263 

42 
42 
363 

84463 



L16 



245 



(monitor$3 watch$3 surve$8 
cletect$4) near4 (network$3 
communicat$5 intrus$5 intrud$3 
misuse$l misusing tamper$3) 

(exam$8 determin$4 inspect$4 
observ$6) near3 (software 
application program instruction$l 
routine$l) 

(software application program 
instruction$l routine$l process$2) 
near3 (intrus$6 intrud$4 tamper$4 
misus$3 abnormal$2 distinct$4 
different$6 characteristic$l) 

II and 12 and 13 

14 and (time near2 (period 
predetermin$4 pre-determin$4 
tlireshold$l certain amount$l 
define$l during within)) 

(solv$3 remedy remedies fix$3 
correct$4) near3 (intrus$6 
intrud$4 tamper$4 misus$3 
abnormal$2 distinct$4 di1ferent$6 
characteristic$l) 

15 and 16 



17 and (administrator$l 
manager$l) 

18 and signature$I 



(signature$l) near3 (intrus$6 
intrud$4 tamper$4 misus$3 
abnormal$2) 

19 and hash$3 

112 and (track$3 monitor$3 
observ$7 scan$3) 

(signature$l) near3 (trojan 
virus$2 intrus$6 intrud$4 
tamper$4 misus$3 abnormal$2) 

(monitor$3 watch$3 surve$8 
detect$4) near4 (network$3 
communicat$5 intnjs$5 intrud$3 
misuse$l misusing tamper$3 
abnormal$6 virus$2) 

114 and 115 



USPAT; 
IBM TDB 



USPAT; 
IBM.TDB 



USPAT; 
I8M_TDB 



USPAT; 
IBM_TDB 

USPAT; 
IBM TDB 



USPAT; 
IBM_TDB 



USPAT; 
IBM_TDB 

USPAT; 
IBM.TDB 

USPAT; 
IBM.TDB 

USPAT; 
IBM TDB 



USPAT; 
IBM.TDB 

USPAT; 
IBM.TDB 

USPAT; 
IBM TDB 



USPAT; 
IBM.TDB 



USPAT; 
IBM TDB 



OR 



OR 



OR 



OR 



OR 



OR 



OR 
OR 
OR 
OR 

OR 
OR 
OR 

OR 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



OFF 



2005/07/20 13:32 



2005/07/20 13:34 



2005/07/20 13:14 



2005/07/20 13:10 



2005/07/20 13:38 



2005/07/20 13:16 



2005/07/20 13:15 



2005/07/20 13:36 



2005/07/20 13:17 



2005/07/20 13:30 



2005/07/20 13:17 



2005/07/20 13:26 



2005/07/20 13:32 



2005/07/20 13:33 



OR 



OFF 



2005/07/20 13:36 
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L17 


313705 


(exam$8 determin$4 inspect$4 
observ$6 invok$3 execut$4 
process$3) near3 (software 
application program lnstruction$l 
routine$l) 


USPAT; 

TDM Tr\D 


OR 


OFF 


I'^^Sl^lll^ 13:35 


L18 




116 and 117 


USPAT; 
IBM_"roB 


OR 


liilHI 


2005/07/20 13:36 


L19 


59 


118 and hash$3 


USPAT; 
IBM_TDB 


OR 


OFF 


imiOnilQ 13:36 


L20 


^iiiiliii 


119 and (adnninistrator$l : 


USPAT; 


OR 


OFF 


imiQlllO 13:36 






manager$l) 


IBM_TDB 










^1 


izu ana ^unric nearz ipenoa 
predetermin$4 pre-determln$4 
threshold$l certain amount$l 
define$l during within)) 


1 ICDAT* 

IBM_TDB 


no 


OFF 
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